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AS4 Implementation and Tool presentation
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Mendelson AS4 Gateway

Open Source based solution

Very reactive team / use of their AS2 system (about 8000 msg / day)

Participation in development test phase

Easy configuration and maintenance 4
Multiple and simultaneous instances (Private Cloud/Amazon EC2/..)) egssis



AS4 Tool presentation

File Help

mendelson ASA Server 2017 e B3
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Partner Sign/Crypt SSL/TLS Message details Filter Toggle refresh Columns Delete
| | conversation| Timestamp |Local stati..|Remote stat...| Conversation id | PMode set
[ 13 Message p... 4/13/17 417 PM EGSSIS ONTRAS_TEST 1006721314 Default

) Message p... 4/18/17 9:00 AM EGSSIS ONTRAS_TEST mendAS4-1492488805741-0@21X000000001018M_37X000000000... Default
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verification] [Signature details] [/S12:Envelope/S12:Header/eb3:Messaging]: Signature algorithrm: "http:/fwww. w3, org/2001/04/xmldsig-more#rsa-sha2586",
digest algorithm: "http:/www.w3.org/2001/04/xmlenc#sha256"

[9:00:08 AM] mendAS4-1492498805741-0@21X000000001018M_37X0000000000545|15422433-bf2a-4b91-81¢c1-e502444741 df@ecqg-leipzig. de: [Security
verification] [Signature details] [/S12:Envelope/S12:Body]: Signature algorithm: "http:/Awww. w3.0rg/2001/04/xmldsig-more#rsa-sha256", digest algorithm:
"http: ffw. w3, 0rg/2001/04mlenc #sha256"

[9:00:08 AM] mendAS4-1462498805741-0@21X000000001018M_37X0000000000545[15422433-bf2a-4b81-81cl-e5024447414f@ecg-leipzig.de: [Security
verification] [Signature details] Signature method: "http:/Aww.w3,0rg/2001/04/%mldsig-more#rsa-sha2s6"

[9:00:08 AM] mendAS4-1492498805741-0@21X000000001018M_37X0000000000545[15422433-bf2a-4b91-81cl-e502444741 4f@ecg-leipzig.de: [Security
verification] [Signature details] Signature cl4n: "http:/www.w3.0rg/2001/1 0fml-exc-c1 4ns#"

[9:00:08 AM] mendAS4-1492498805741-0@21X000000001 01 8M_37X0000000000545]15422433-bf2a-4b91-81c1-502444741 4f@ecg-leipzig.de: [Security
verification] Security policy check (signature, UsernameiameToken) performed successfully

[9:00:08 AM] mendAS4-1492498805741-0@21X%000000001018M_37X0000000000545|15422433-bf2a-4b91-81¢c1-502444741 df@ecg-leipzig.de: [Inbound
Receipt Signal Processing] A Receipt Signal has been received for the outbound User Message mendAS4-170418090005-1256@1257, the transaction state
has been set to finish.

[9:03:43 AM] mendA54-170413080258-228@229: This transaction is older than 5 day(s) and has been deleted by the systern maintenance process.
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AS4 Configuration as Solution Provider

Multiple “Local Station” definitions

Generic private key, or user-specific

Message routing to dedicated folders

Partner with multiple profiles

#] EGSSIS

[#) EGSSIS_EC2
] ONTRAS_TEST
[#) PARTNER_A

©

TR

New Clone | Delete

Partner configuration

EGSSIS Misc | PMode {general) I Remote Partner polling |

GCA_TEST
GTGNORD_TEST
GTS_TEST
NCGWHP_TEST

OGE_TEST
ONTRAS_TEST Name:
PARTNER_A

Address:

Local directory polling | HTTP header |

¥| Local station

Set profile defaults

OGE Usage Profils

Misc : PMode {general)
1 1
’ +] | C]
[Default (Default) |~
Default {Default}
24 [E=]E]
¢ General

PMode.ID
PMode. Agreement
PMode. Agreement.Type

PMode.Initiator.Party. Type
PMode.Initiator.Role
PMode.Responder.Party. Type
PMode.Responder.Role

¢ Business Info (User message)
PMode.Businessinfo.Service
PMode.Businessinfo.Service.Type
PMode. Businessinfo.Action
PMode.Businessinfo.MessageProperties
PMode.Businessinfo.PartProperties

| Pull destination {MPC}
¥

PMode {additional) Send/Receive

http:/fentsog.eu/communication/agreements/37X000000000054..

asdid
http://docs. oasis-open.org/ebxml-msg/ebms/3.0/ns/core/20070...
asdid
http://docs. oasis-open.org/ebxml-msg/ebms/3.0/ns/core/20070...

A06 /

http://docs. oasis-open.orgiebxml-msgfas4/200902/action
<No entry=
<No entry=
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AS4 (Solved) Compatibility Issues

Signature of elements (messaging, body, payload...)

Encryption of mandatory elements, even if empty
- e.g. Encryption of Receipt Signals (ebMS specs)

ENTSOG v2.0 / ENTSOG v3.0

SOAP matching W3C Schemas

All software solutions still more or less [3
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Thanks for your attention

jf.vansnick@egssis.com

Oe/gssis



