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WHO WE ARE & WHAT WE DO

Intergovernmental Agency
of the Council of the European Union

DESIGNED TO BE

Main intergovernmental
prioritisation
instrument

at EU level in support of
defence capability
development

Preferred
cooperation forum

for technology and
capability development

Established in 2004

Based in Brussels

Military interface

between Member States
and EU wider policies
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WHY GAS INFRASTRUCTURE MATTERS TO DEFENCE?

* Gas infrastructure underpins interconnected energy, industrial and
essential services

* Disruption can affect military installations, defence industry and
operational readiness

* Not only gas availability but essential services continuity

* Protection of gas infrastructure contributes to wider energy system
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AN EVOLVING AND INTERCONNECTED THREAT LANDSCAPE

.S. Pipeline Systems’ Basic Components and Vulnerabilities

Physical attack
Act of sabotage

Cyber attack

Infiltrate business system \%

* Non-State or State Sponsored Threats
* Physical threats: sabotage, unauthorised access and infrastructure damage

* Cyber threats: disruption of digital systems, communications and operational \ ,
technology 1 ‘ 3 - e S enrrrecy

Pump Propane truck

* Hybrid scenarios: concurrent incidents and cascading effects across i - station
interconnected systems -

Oil refinery

Cyber attack

snmnm a n d th e m i I i ta ry pe r S pecti Ve Infiltrate control system

wrce: GAO analysis of Tran it e S e s e as

Physical atta
Explosive

* Situational awareness

» Discipline and procedures are effective only if in the same language!
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WHAT THE DEFENCE PERSPECTIVE ADDS

* Prioritisation: Identifying essential functions and the consequences
of disruption

» Systems thinking/Situational awareness: Understanding
dependencies and cascading effects

* Continuity: Maintaining essential operations under difficult
conditions

* Preparedness: Testing plans and coordination through exercises

—

* Gas operators do not need to become military organisations

The value lies in combining our joint experience/knowledge

EIEIEEJNPEEAN Protect the infrastructure.
AGENCY 7 Preserve the essential service.

- Restore it when disruption occurs.




EDA: CONNECTING INFRASTRUCTURE PROTECTION AND R&T
THE ENERGY AND ENVIRONMENT CAPTECH

* EnE CapTech: defence research and technology cooperation

» PCEI Technology Building Block: dedicated focus on Protection of

Critical Energy Infrastructure
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FOR A MORE
RESILIENT

AND SUSTAINABLE
EUROPEAN DEFENCE

q EUROPEAN ‘ CapTech Energy and Environment

TOGETHER
AGENCY COLLABORATIVE RESEARCH AND TECHNOLOGY FOR DEFENCE

27 EU MEMBER STATES O. INDUSTRY & RESEARCH FROM NEEDS TO CAPABILITIES
Pooling expertise and needs Developing solutions together Through collaborative R&T

UPDATED TECHNOLOGY BUILDING BLOCKS (TBBs)

ENERGY SYSTEM CLUSTER STRATEG::CLLZ?rZ:OLOGIES ( SYSTEM RESILIENCE CLUSTER

Energy Energy Energy Energy Energy xMRs i and i of Critical
Mar Storage Consumption (SMRs, Micro, Resource Resilience Energy Infrastructure

(mission resilience, critical (PCEI)
materials, water management,
LCA, supply chain)

and Distribution

Nano modular reactors)

ENHANCED

COLLABORATIVE
DEFENCE RESILIENCE

DEFENCE — RESEARCH 4 PROJECTS, STUDIES ) AND OPERATIONAL
END-USERS INDUSTRY ORGANISATIONS \ AND DEMONSTRATIONS CAPABILITIES
Operational needs Technolqg;cal sqlutlons Knowledge and
and requirements and innovation technology development



EDA: CONNECTING INFRASTRUCTURE PROTECTION AND R&T
THE CF-SEDSS

* CF-SEDSS/WG3: identify protection challenges and encourage
practical cooperation

» Translate operational needs into research opportunities, studies
and exercises

* TTX in Sofia (BG) and in April 2027 in The Netherlands

'CF SEDSS-PHASE IV (2024-2028)

Consultation Forum for Sustainable Energy ‘
in the Defence and Security Sector | _ | \ |
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GAS OPERATORS- ENE CAPTECH-CF SEDSS DIMENSIONS

* Integrate: physical and cyber risk assessment around essential
services and dependencies

» EXxercise: coordination, continuity and recovery under realistic
disruption scenarios

AGENCY

and preparedness activities EnE CapTech

Energy and
Environment
CapTech

* Collaborate: translate operational gaps into research, technology @
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Network of Transmission Defence and Security Sector
System Operators J
for Gas EXERCISE WG3

Safe and reliable Test plans, procedures and cooperation Protection of Critical

EU ROPEAN European gas transmission Energy Infrastructure
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Thank you for your
attention!!!

Br. Gen. (Rt) loannis CHATZIALEXANDRIS

Project Officer Energy & Environment Systems
loannis.Chatzialexandris@eda.europa.eu
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www.eda.europa.eu
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FOLLOW US AT -

X X: @EUDefenceAgency
in. LinkedIn: European Defence Agency
‘ Instagram: @European.Defence.Agency
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http://www.eda.europa.eu/
mailto:RTI@eda.europa.eu
https://twitter.com/EUDefenceAgency
https://www.linkedin.com/company/european-defence-agency/
https://twitter.com/EUDefenceAgency

	Slide 1: EUROPEAN  DEFENCE   AGENCY
	Slide 2: EDA AT A GLANCE
	Slide 3: Who we are & what we do
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11: EUROPEAN  DEFENCE   AGENCY
	Slide 12: More information at:  www.eda.europa.eu  RTI@eda.europa.eu  follow us at:  X: @EUDefenceAgency  LinkedIn: European Defence Agency  Instagram: @European.Defence.Agency

