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1. Technical checks and instructions



2. Welcome & structure of the workshop

Hendrik Pollex
System Operations Director
ENTSOG



Data exchange session

4

Topic and speaker Timings

1 Tech checks registration 09:45 - 09:55

2 Welcome: Hendrik Pollex 09:55 ς10:00 

3 (6A?8+Ż´ TJºJ XÈN|J«zX Æ ´ ­«ŷ &­ÄzӃJ´ , ӃӃ10:00 ς10:15

4 $|JӃӃX«zX´ |J³ª­« ´ «z XÈN|J«zX °³­º­N­Ӄ´ŷ +.(Ż´ Æ ´ ­« Ɲ
developments. David Defour 

10:15 ς10:45 

5 Technology Standards Working Group | EASEE-gas. Dirk Serruys 10:45-11:00

6 Update on EASEE-connect. Wim De Olde 11:00-11:15

7 GRT gaz an application of AS4. Marc Duhamel 11:30 ς11:45

8 Usage of Edig@s. Jarle Rønnevik 11:45-12:00

9 System operations with EDIG@S. Oliver Schirok 12:00-12:15

10 Q&A. Douglas Hill 12:15-12:20

Lunch 12:20-12:45



Cyber security session

5

Topic and speaker Timings

11 Setting the scene: The Colonial pipeline attack. Hendrik Pollex 12:45-13:00

12 A potential Gas & Hydrogen Cyber security NC. Stefano Bracco 
NB Placeholder only, please contact ACER directly for the slides

13:00-13:30

13 Three real cases of cyber incidents in SNAM: Lucrezia Tunesi 
Å CEO Fraud
Å Potential Ransomware Infection
Å Supply Chain Attack

13:30-13:45

14 A review of the NIS 1.0 and NIS 2.0 Directive. Stefano Mele 13:45-14:00

15 Future cyber security and challenges. Andrea Chittaro 14:00-14:15

16 Q&A. Douglas Hill 14:15 14:20

17 Closing remarks. Hendrik Pollex 14:20-14:30



DATA EXCHANGE SESSION
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ǐŸ (6A?8+Ż´ &JºJ XÈN|J«zX Æ ´ ­« Ɲ TXÆXӃ­°ªX«º´

7

Douglas Walker Hill
Interoperability  & Data Exchange 
ENTSOG



What we have achieved 2021

- ENTSOG ITC KG AS4 work items

- Resolved FUNC issues ref certain BRSs

- Updated and improved BRS in line with new EDIG@S guides

- Reviewing ways to strengthen collaboration with partners
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ENTSOG Data exchange
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Vision of  Data Exchange 2022
Organisational

ÅPlan ςWKSPs, Best practice

ÅOrganise ςRelations, Policy 
response

ÅControl ςUpdates, Maintenance

Technical

ωLead ςPilots, Research

ωAdvise ςComms, New tech



- Organisational Support

-Build out external working relationships i.e.  GIE, SNAM, EASEE-
gas,EDIG@S WG, ACER, CEF/DEP, etc.

-Define a formal release policy for the ENTSOG AS4 profile

-Collectź#X´º °³JNº NX´Ż  « TJºJ XÈN|J«zX Ǝ$J´X ´ºÄT X´ŵval prop)

-Support internal INT WG, FUNC issue resolution,ENTSOG KGs

-Hold workshops for Data Exchange and Cyber Security

-Follow-up ongoing dialogues with stakeholders.

Data exchange vision 2022
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- Technical Support

-ReviewÆJ³ ­Ä´ ;Ǐ; °³­º­N­Ӄ´ J«T źAXN| ÇJºN|ŻŸ

-Harmonisefuture algorithms for data exchange within the gas market (AS4) 

-Explorestate of the art cryptography, Elliptic Curves

-Deliverproof of concept AS4 trials and pilots and EDI deployment kits

-Investigate

-any new BRS & EDIG@S needs stemming from hydrogen

-JSON adoption?

-Support2022 for ACER CNOTs

Data exchange vision 2022
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Potential Data Exchange Topics in 2022
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Maintain  
EDIG@S

Promote 
harmonization 
on EDI 
solutions 

Focus on EDI adoption, 
possible deployment 
kit?

Proactively approach Cyber 
security 



Open questions

1. Do you think there is more digitization work to be done?

2. Do you think that we have a critical mass of the gas SC doing EDI?

3. Is there scope for a new push to encourage implementation?

4. .´ (&.+ƞ? 0?86 J« ­°º ­« Z­³ XJ´ X³ ´É´ºXª´Ż  ª°ӃXªX«ºJº ­«ų

13Text here



4. Challenges harmonising exchange protocols

14

David Defour 
CEO
GIE





Cyber security

in the energy sector
17  November  2021

10:00-15:00 CET

Online meeting
Existing challenges & opportunities



Challenges in harmonisation 

exchange protocols

David Defour
GIE 

Chief Technology Officer



WHAT
do we report



GIE as RRM (Registered Reporting Mechanism) for REMIT

for REMIT Fundamental Data reporting on storage and LNG to ACER
The REGULATION (EU) on Energy Market Integrity and Transparency (REMIT)(EU Comm. Impl. Reg. (EU) No 1348/2014 of 17 December 
2014) requires that information related to capacity and use of facilities for storage of natural gas and use of LNG facilities, incl. planned or 
Ä«°ӁJ««XT Ä«JÆJ ӁJM Ӂ ºÉ ­Z ZJN Ӂ º X´ ƌŹZÄ«TJªX«ºJӁ TJºJŹƍ  ´ º­ MX ³X°­³ºXT º­  $(>Ŵ º|X  zX«NÉ Z­³ º|X $­­°X³Jº ­« ­Z («X³gy Regulators 
(www.acer-remit.eu).

for REMIT Inside Information reporting on transmission, storage and LNG to ACER

GIE as IIP (Inside Information Platform) for REMIT (RIS : Regulated Information Service)

According to REGULATION (EU) No 1227/2011 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 25 October 2011 on wholesale 
energy market integrity and transparency (Official Journal of the European Union, L 326/1), market participants shall publicly disclose inside 
information which they possess w/ regard to the businesses or facilities that they or their parent undertaking own or control.

Data publication : alsi.gie.eu(LNG) - agsi.gie.eu(storage)

Data publication : iip.gie.eu (UMM : Urgent Market Messages)

ACER list of accredited RRMs : https://www.acer-remit.eu/portal/list -of-rrm

REMIT & Transparency Platforms
GIE REMIT reporting services

ACER list of accredited IIPs : https://www.acer-remit.eu/portal/list -inside-platforms

http://www.acer-remit.eu/
https://alsi.gie.eu/
https://agsi.gie.eu/
https://iip.gie.eu/
https://www.acer-remit.eu/portal/list-of-rrm


REMIT & Transparency Platforms
GIE as Inside Information Platform (IIP)

ACERaccredited 3 Central Transparency Platforms 

with pan -European data coverage 

for Inside Information Disclosure (REMIT UMM reporting)

ENTSO-E / Electricity

ENTSOG/ Gas (TSO)

GIE / Gas (SSO-LSO-TSO)

https://iip.gie.eu



REMIT & Transparency Platforms
GIE as IIP for REMIT (RIS : Regulated Information Service)

https://iip.gie.eu

TYPE

REMIT Fundamental Data reporting

TOPIC WHO

Mandatory for SOs active on the wholesale energy market

Mandatory for all EU SOs

UMM

REMIT Transaction Data reporting

REMIT Inside Information reporting

Security of Supply

Trading

Mandatory for SOs active on the wholesale energy market

ÅACER regulatory requirement to use IIP for UMM since 01/01/2021

ÅMandatory to use by Market Participants (open to LSO/SSO/TSO)

ÅOfficial listing on ACER Portal since 22/12/2020

ÅFully accredited since 29/09/2021 following 

ACER conformance & data quality assessment

ÅFree of use for GIE REMIT customers

ÅUMM Map view to be added

ÅJoint MoU with ENTSOG IIP for mutual contingency back -up reporting services



ÅTransparency to the market

Data usage & Transparency
Industry tool

Industry tool monitored by traders, analysts and journalists 

covering European gas market and is repackaged by large 

commodity data providers such as Bloomberg, Refinitiv, Reuters, etc

Å Information source on Security of Supply

Data used by EC GCG (EC Gas Coordination Group)

to monitor security of supply ðproven worth during gas crisises

Data source for ACER, for market monitoring

REMIT data reporting became in act as of 7 April 2016.

AGSI+ and ALSI further expand this historical dataset

going back to 2011 (AGSI+) or 2012 (ALSI).

Additionally, the AGSI+ platform also covers data reporting by non -EU countries 

not falling under REMIT obligations such as Ukraine

ÅExtended and wider reporting base



HOW
do we report



REMIT & Transparency Platforms
Data processing

RRM IIP

LSO

15
+3

SSO

52
+3

TSO

25
+5

1
+1

1384 users

850+ files/day

REMIT Reports
GIE Receipts
ACER Receipts

REMIT Reports
ACER Receipts

TRANSPARENCY PLATFORMS

RSSfeed

RSSfeed

20 countries

2 processing types

UMM & unavailability : 
asynchroneous (immediate)

FacilityReports (AGSI/ALSI) per gasDay
scheduled, publication time 19:30 daily
second processing run at 23:00

ISO8601 time format, UTC only

3 XML schemas
6 reporting types
- sFAR
- sUNR
- sPAR

- lFAR
- lUNR
- UMM

RSSBus® Connect 2018

ArcESBϰ2021

1

ATOM | RSS | JSON | CSV | PDF | XLSX  



REMIT & Transparency Platforms
Data exchange

RRM IIP

LSO

15
+3

SSO

52
+3

TSO

25
+5

1
+1

850+ files/day

TRANSPARENCY PLATFORMS

RSSfeed

RSSfeed

20 countries

AS2

AS4

WEBGUI
Online Forms
XML Upload

SFTP

WEBGUI
Online Forms
XML Upload

SFTP

SOAP

AS2

AS4

AS4 mandatory for TSO / MP

1384 users

SOAP

18

30

11

2

7

+4

Incl. Combined 
Operators +
several operators 
reporting on behalf of 
other parties

RSSBus® Connect 2018

ArcESBϰ2021

1

ATOM | RSS | JSON | CSV | PDF | XLSX  



REMIT & Transparency Platforms
Secure data exchange

850+ files/day

AS2

AS4

WEBGUI
Online Forms
XML Upload

SFTP

SOAP

18

30

11

2

+4

REMIT legal requirements

ACER legal attestation RRM/IIP

- Secure transmission of data

- Timely transmission of data

(UMM : to be reported within the hour)

- Validation of input

(Error handling & Processing)

- Output format & content

- Governance

- Operational Reliability

- Disruption of services

- Security Breaches

- Contingency procedures

- Auditing procedure

Data ConnectorsData Centre

2 data centres located

in Belgium

ISO Certification, ZDLS

cloud environment,

strict SLA, mirroring

Separate UAT and 

PROD

Depreciated

Rijndael encryption required

AS2 most popular , industry standard

Increasing switch to AS4 , most secure

Dispatching / Control centre

back-up channel for all accounts

SFTP pull from client, scheduled
standard : each 10 mins, varies depending 

on load balancing requested by client)



REMIT & Transparency Platforms
Automated & secure data exchange

SFTP 18 AS2 30 AS4 11
+4

SFTP

Å SFTP pull from client
SFTP authentication 

mechanisms: Password, 

Public Key, or Multiple 

Factor

AS2 / AS4

ÅWeb service

- Most secure data transmission method (end-to-end encryption)

- Widely supported within the industry

- Communication Agreement following with ENTSOG specifications

AS4 profile types supported at GIE : standard, ENTSOG or e-SENS

- Flexibility : file types, size, upgrade path towards AS4

- AS2 MDN (Message Disposition Notification) or

AS4 SOAP XML Digital Signatures : immediate confirmation of receipt

- AS4 mandatory to use for TSO :

EU Commission Implementing Regulation (EU) No 2015/703 of 30 April 2015 on the 

establishment of a network code on interoperability and data exchange rules indicates in 

Chapter V (Data Exchange), Article 20-24 that the AS4 protocol is to be used and implemented for 

communication by TSOs (network users active on interconnection points or virtual trading points). 

This requirement became applicable on 1 May 2016 and implementation is being monitored by 

ENTSOG (for more information, see CNOTS / AS4 section athttp://www.entsog.eu/publications/as4 .

https://www.gie.eu/REMIT/download/Regulation%20(EU)%20No%20703_2015_Interoperability%20and%20data%20exchange.pdf
http://www.entsog.eu/publications/as4


CHALLENGES
& SOLUTIONS



REMIT & Transparency Platforms
Automated & secure data exchange

SFTP 18 AS2 30 AS4 11
+4

SFTP AS2 / AS4

Challenges :Challenges :

IT environment types 

on client side (BizTalk, custom 

development / undocumented, 

ArcESB/RSSbus, Seeburger, etc)

Connection sheet standardisation

Experiences from the ăshop floorò

Certificates provision methods 

(email txt + SMS, download, upload)

Common

Å Firewall issues*

Å Remote path

Å Read/write access

Å Port settings

Å User authentication

(keyboard-Interactive)

Å Retroactive updates

Å AS2/AS4 profile compliance

Å Encryption Certificate (X.509)

Å Verification Certificate (X.509)

Å SSL Server Certificate (X.509)

Å AS2/AS4 transmission url

Å EASEE-gas certificate renewals

Å Profile settings

Challenges :

Firewall issues



REMIT & Transparency Platforms
Automated & secure data exchange

Implementation of AS2/AS4 by ACER would provide better 
response times towards the reporting parties. ACER response 
times often run up to 30 minutes or longer. Additionally we would 
have better security and proof of delivery (currently we receive 
no transmission receipts)

Unfortunately, there are no plans on ACER side to make the switch. 
GIE did find support in this change with other RRMs and ACER 
indicated that if enough depand is received, this can be considered 
in the future. 

Earlier, budget reasons on ACER side were indicated as the root 
cause, but since 01/01/2021 RRMs are subject to a mandatory 
REMIT Fee for reporting to the Agency

AS2/AS4 is also highly recommended for Inside Information 
reporting, as this data is highly sensitive as it can affect pricing on 
the wholesale market for energy

Recommendation

Implementation and standardisation 
towards AS2/AS4 by reporting parties 
would reduce IT cost on both sides 
(GIE and Operator support and 
infrastructure, setup and licensing costs)
and improve security

Especially as Operators have several 
REMIT reporting types to perform, 
towards multiple RRMs. 

This is especially relevant to ôcombined 
operatorsõ, which are both SSO, LSO 
and/or TSO.

This in return will be beneficial to the TP
data quality and timeliness of reporting

Recommendation

AS2 30 AS4 11
+4

Best and most secure protocols for synchronized time -critical reporting



THANK YOU
For your attention

Avenue de Cortenbergh 100

1000 Brussels - BELGIUM

T +32 2 209 05 00

gie@gie.eu
@GIEBrussels

www.gie.eu

mailto:gie@gie.eu


5. Update Specification ENTSOG AS4 profile Ext 

32

Dirk Serruys
Chair TSWG
EASEE-gas 



www.easee-gas.eu

Agreement Update & Certificate Exchange CBP AU&CE

Understanding the big picture Get it implemented



www.easee-gas.eu

Operational efficiency and accuracy are the fundamental benefits brought by the AU&CE CBP. 

Its implementation brings money savings and risk mitigation benefits.

Å AS4 is now widely used in the gas 

sector for secure and efficient 

exchanges of messages

ÅOperations and security starts with the 

exchange of parameters for AS4 

configuration

Å Manual exchange of parameters is 

error-prone

Agreement Update & Certificate Exchange CBP AU&CE



www.easee-gas.eu

By means of the AgreementRef

header field we can distinguish 

which set of parameters was used 

on a per message basis

This is the key for smooth transitions 

when parameter sets need to 

change

Will need support within your AS4 

product

Get it implemented | Step 1 ïSupport multiple sets of parameters



www.easee-gas.eu

Using a standardized document, 

exchange new parameter sets using 

your AS4 message handlers

This will minimize errors in 

transmitting and transcoding 

parameter values

Get it implemented | Step 2 ïExchange parameter sets in band of AS4



www.easee-gas.eu

Based upon the capabilities in step 1 

and 2 you could decide to fully 

automate the handling of parameter 

sets within your AS4 product. 

Get it implemented | Step 3 ïFull automation



www.easee-gas.eu

Thank you for your attention

easee-gas.eu | easee-gas@kellencompany.com



www.easee-gas.eu

Agreement Update & Certificate Exchange CBP

AU&CE

Understanding the big picture Get it implemented



6. Update on EASEE-connect  

40

Wim de Olde
Secretary TSWG
EASEE-gas



www.easee-gas.eu

EASEE-connect

Wim de Olde, secretaryTSWG

© Wim de Olde



ÅWhat is EASEE-connect?

ÅFunction overview
(including updates, enhancements and security)

ÅLicensing

ÅPlanning 

Update on EASEE-connect



EASEE-connect is a digital platform developed by EASEE-gas whereby gas market 
participants can create and manage their AS4 and AS2 company profiles and portfolio 
of business connections in a simple and secure way.

Å EASEE-connect replaces the e-mail and telephone conversations regarding 
technical connection parameters

Å Up-to-date contact details of communication partners in one application

Å By using EASEE-connect, companies have access to an automated profile 
management system that helps them to:
Å increase efficiency and quality of information

Å save time and money

Å avoid mistakes and mitigate security risks

The trusted platform for AS4/AS2 profiles



Members:

Å Company management (a company can have multiple parties)

Å Party management

Å Certificate upload and management

Å Profile management (technical parameters)

Å Relation management

Å ż5É  NN­Ä«ºŽ ªJ«JzXªX«º

Administrator (secretariat):

Å Management companies/parties (procedures in place)

Å Management user access

EASEE-connect functionality



Address book functionality

ÅAll contacts in one place

ÅContacts also
Visible in
Relations page
(invite function)
and downloadable

Address book



Manage your technical profiles for

communication and create relations

Profiles

End date of profile tied to end date certificate



Certificates can be uploaded and managed

Certificates

You uploaded a wrong 
certificate type

Check on right certificateςno private key!

! ƴŜǿ ŎŜǊǘƛŦƛŎŀǘŜ Ŏŀƴ ōŜ ǊŜŎŜƛǾŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ά/ŜǊǘƛŦƛŎŀǘŜ ¦ǇŘŀǘŜέ ƳŜǎǎŀƎŜΦ



{"parties":[

{"eicCode":"21X - BE- A- A0A0A- Y",

"signing_certificate":"@!^#&*",

"encryption_certificate":"@!^#&*",

"client_ipv4":"168.58.46.55",

"clientOutboundIp":"168.58.46.60 & 168.58.46.61",

"server_address":"b2b.fluxys.com:8383"},

{"eicCode":"21X - NL- A- A0A0A- Z",

"signing_certificate":"@!^#&*",

"encryption_certificate":"@!^#&*",

"client_ipv4":"168.20.46.55",

"clientOutboundIp":"168.20.46.60 & 168.20.46.61",

"server_address":òprp.gu-messaging.comò],

"documents":[],

"agreementRef":"http://entsog.eu/communication/agreemen

ts/21X - BE- A- A0A0A- Y/21X - NL- A- A0A0A- Z/21"}

Å z³XXªX«º żMÉ  «Æ ºJº ­«Ž

ÅTechnical settings can be
downloaded (future: standard CPPA3
format for automatic import in local application)

Agreement between companies

This information can be used in de AgreementRef Update 
message. Possibility to insert a custom value.



Two factor authentication
(2FA) by email

or Authenticator app

Authentication

It is highly recommended to use a 
group email account of the 
ŎƻƳǇŀƴȅΩǎ ƻǇŜǊŀǘƛƻƴŀƭ ǘŜŀƳΦ

This reduces the administration burden at 
EASEE-gas and avoids risks because the 
company responsibility is to take care of 
access to this operational email account.



Licenses

Å Standard license = 1 to 5 profiles

Å Premium license = 6 to 15 profiles

Å Service provider license = no limit in n° of profiles

Full EASEE-gas members
Å#J´ N ǱǍŵ ;³Xª Äª ǱƦGGGGŵ ?X³Æ NX °³­Æ TX³ ǱƦGGGG

Paying non-members (only for the EASEE-connect service)
Å#J´ N ƦGGGŵ ;³Xª Äª ƦGGGGŵ ?X³Æ NX °³­Æ TX³ ǱƦGGGG

Non-members not paying (small companies, by invitation of a member)
ÅRestricted access: only maintenance of own profile

License model



Due to current COVID circumstances and staffing we had to postpone the planned 
launch beginning of this year.

Currently we have some TSWG volunteers to bring EASEE-connect live in the next 
few months.

Å 1st phase: Launch for full members

Å Price plan and availability for all companies

ÅMore information at
https://easee -gas.eu/easee-connect (check the video!)
and https://easeeconnect.eu/

Launch of EASEE-connect

https://easee-gas.eu/easee-connect
https://easeeconnect.eu/


7. GRT gaz an application of AS4. 

52

Marc Duhamel

GRT Gaz



Classification GRTgaz : Public [ ] Interne [X] Restreint [ ] Secret [ ]

BeeCube, the B2B 
platform for AS4 
exchange

AS4 focus



Classification GRTgaz : Public [ ] Interne [X] Restreint [ ] Secret [ ]

Summary

Context

GRTgaz B2B platform solution

Details about AS4



Classification GRTgaz : Public [ ] Interne [X] Restreint [ ] Secret [ ]

24.11.21BeeCube, the B2B platform for AS4 exchange 55

Context

Data exchange to proceed gas delivery

Partners
Å TSO (~10)

Å Shippers (~100)

Data
Å TSO

Å Matching

Å Shippers

Å Nominations

Å Allocations

Å Measurement

Å Balancing

150K up to 170K a month

BeeCube

solution to protect commercially

sensitive information



Classification GRTgaz : Public [ ] Interne [X] Restreint [ ] Secret [ ]

24.11.21BeeCube, the B2B platform for AS4 exchange 56

GRTgaz B2B platform solution (inbound/outbound)

Partner B2Bi
Application 

delivery

SFTP

in/out folder trees

GRTgaz
Trans@actions

Ingrid portal

CLOUD (BeeCube)

Private link

Secured exchange features:

Å AS2/AS4 standard

Å HTTPS protocol

Å Security certificate

Drop off

Pickup



Classification GRTgaz : Public [ ] Interne [X] Restreint [ ] Secret [ ]

óAS4ô stands for Applicability Statement 4.

Standard protocol to ensure B2B data exchange security

through web services.

Main features:

End-to-end encryption.

Connection to partner through HTTPS protocol.

Ability to exchange files of any size.

Security based on WS-Security standard (compared to AS2), guaranteeing

integrity and confidentiality.

24.11.21Titre de la présentation 57

A few details about AS4



Classification GRTgaz : Public [ ] Interne [X] Restreint [ ] Secret [ ]

Thank you



8. Use of EDI@GAS 

59

Jarle Rønnevik
Chair EDIG@S
Equinor ASA



Edig@s
The international message format for Gas Exchange

Jarle Rønnevik

Equinor ASA



About EASEE-gas

61

FOUNDED IN 

2002

80+

EUROPEAN 

MEMBERS

EASEE-gas promotes and develops 

solutions for the simplification and 

streamlining of the trading and physical 
transfer of gas.



EASEE-gas represents the entire gas value chain

62

Transmission 
System

Operators

Distribution 
System 

Operators

Storage 
System 

Operators

LNG System 
Operators

Traders & 
Shippers

Suppliers

Prosumers

End-users

Producers



63

EASEE-gas 
members 

across 
Europe



Edig@s Version 6

- Version released 27th of August 2020.

- The main goal was to eliminate the differences in implementation

-Alignment with the gas role model

- Introduction of decision tables

- Further harmonised

-Document to describe the differences between version 5 and 6 
available

- Possible to download the new version: www.edigas.org

- Questions can be sent to us via our contact form at: 
https://www.edigas.org/edigs -contact/  

- Questions will be answered latest after each workgroup 
meeting.

64

http://www.edig@s.org


Implementation status among MWDWG

65

- In our last MWDWG meeting with 12 companies participating, we 
did our first implementation query. 

- 58% of the companies have put Edig@s version 6 into their IT plans 
for 2022.



Release of Edig@s v 6.1

- Namespace:
-Standardised across all business areas for all messages in Edig@s 6.1

-Ensure backwards compatibility, same namespace for any evolution of 
MIG document and code list (do not need to keep track of schema used 
by each counterparty).

-xmlns ="urn:easee -
gas.eu:edigas:BrpNominationAndMatching:NominationResponseDocument:6:1"  
schemaVersion ="1">

66



Release of Edig@s v 6.1

- PRODOC/PROCON
-The process around PRODOC and PROCON will be phased out in the 

Netherlands for most BRPs.

-Since this is connected to legislation it will take some time.

-PRODOC and PROCON put back into version 6.1

-Existing users of PRODOC/PROCON can use existing version of 
PRODOC/PROCON (v5).

67



Release of Edig@s v 6.1

- SSO messages:

-Limits

-Inventory level

-Transfer in a facility

- Details will be presented later.

68



Ongoing work

- Capacity taskforce
-Reviewing existing version of capacity allocation process.

- Invoice taskforce 
-Planned a new kick-off in the coming weeks.

-Reviewing existing EU standard (UBL and Peppol).

- SSO taskforce
-Creating messages for Storage and LNG system operators.

69



Processes, technology and format

Our goal

Nomination and matching Balancing Settlement Capacity allocation

AS4

XML

Edig@s

AS4

Edig@s

AS4 AS4

Edig@s

XML

XML XML

Edig@s

One solution that fits the 
business process for Europe.

Decreased IT cost.

Open markets for everyone.

Coordinated change of 
technology and format.

Digitalisation.

70



Why should we harmonise and standardise our 
processes and tools?

- BRPs can use the same solution in every market.

- Software companies can develop standard solutions to be used by BRPs

- Lower cost for all involved parties

- Give small BRPs the possibility to challenge the bigger BRPs in all 
markets.

71



-Thank you for your attention



9. System operations with EDIG@S. 
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Oliver Schirok
Data Exchange Manager 
VNG Handel & Vertrieb



System Operation in 
Edig@s6

Oliver Schirok

VNG Handel & Vertrieb GmbH



Å Where do we come from?

Å System Operation ƉWho is involved?

Å Flow Request message

Å Sending Limits

Å Inventory Level

Å Transfers in a facility

Å Conclusion

Overview
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Å 2007 Edig@s4: First steps: Gasdatmessage and Transfer Advice

Å 2013 Edig@s5 continues: Limits message

Å 2020/21 Edig@s6: New possibilities

Å Most Storage System Operators use Edig@smessages only in Nomination & Matching

Å Messages in Edigas 4 and partly 5 were not designed for the way they are used

Å Many different APIs or portal solutions cover other information

Å Edigas 6 proposes a set of harmonized messages for SSOs and LSOs

Where do we come from ?
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Å Various interactions between:

System Operation ƉWho is involved?
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A System Operator can request a Balance Responsible Party to offtake / 
sendout a minimum from the facility and inject it into the transport grid.

Flow Request 1 ƉMinimum offtake / sendout
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FLOWRQ AQG



A Transmission System Operator can request a Balance Responsible Party 
to flow a minimum amount of gas and inject it to or withdrawal it from the 

transport grid.

Flow Request 2 ƉFlow commitment
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FLOWRQ ARG



A Transmission System Operator can inform an adjacent Transmission 
System Operator of the physical flow that is required for System Operation.

Flow Request 3 ƉGas flow requirements
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FLOWRQ ASG



Sending limits
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The Storage System Operator provides to the Balance Responsible Party 
storage limits corresponding to rights and capacities for the current and 

coming period.

LIMITS

Nominal 
capacities

Daily injection
/ withdrawal

Operational 
limits

Daily storage
min /max

levels



Inventory level
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The Storage System Operator provides to the Balance Responsible Party the 
storage inventory level at a given time.

INVENT

Real time 
inventory

level

Projected
inventory

level

Allocated
inventory

level

Allocated
overrun
quantity



Transfers in a facility Ɖ2 BRPs
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Gas Stock
Inventory
Capacity

Injection/ 
withdrawal

Capacity

STOREQ STOREQ

STOCONSTOCON

Two Balance Responsible Parties can request to a Storage System Operator 
a transfer or receipt of stock or ownership in a storage facility. 



Transfers in a facility Ɖ1 BRP
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Gas Stock
Inventory
Capacity

Injection/ 
withdrawal

Capacity

STOREQ

STOCON

A Balance Responsible Party can request to a Storage System Operator a 
transfer or receipt of stock or ownership in a storage facility. 



The new Edig@sProcess System Operation enables System Operators to 
provide additional information in relation to their specific processes to 
Balance Responsible Parties and other System Operators. It covers not only 
data exchange inside a transmission grid, but also takes LNG and storage 
facilities into account.

Hence System Operation will help in further harmonising the data exchange 
between market partners.

Conclusion
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-Thank you for your attention



10. Questions & Answers: Data exchange
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Douglas Walker Hill
Interoperability & Data Exchange
ENTSOG
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Enjoy your lunch
See you at 12:45J



CYBER SECURITY SESSION
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Cyber security session
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Topic and speaker Timings

11 Setting the scene: The Colonial pipeline attack. Hendrik Pollex 12:45-13:00

12 A potential Gas & Hydrogen Cyber security NC. Stefano Bracco 13:00-13:30

13 Three real cases of cyber incidents in SNAM: Lucrezia Tunesi 
Å CEO Fraud
Å Potential Ransomware Infection
Å Supply Chain Attack

13:30-13:45

14 A review of the NIS 1.0 and NIS 2.0 Directive. Stefano Mele 13:45-14:00

15 Future cyber security and challenges. Andrea Chittaro 14:00-14:15

16 Q&A. Douglas Hill
17 Closing remarks. Hendrik Pollex 14:50-15:00



11. Setting the scene: Cyber security session

Hendrik Pollex
System Operations Director
ENTSOG



Verbal update Ɖno slides available
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12. A potential Gas & Hydrogen Cyber security NC. 
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Stefano Bracco
Security Officer at ACER
ACER



A presentation and discussion on a potential 
Gas & Hydrogen Cyber security NC

PLEASE REQUEST THE SLIDES DIRECTLY FROM:

Stefano BRACCO ƉSecurity Officer at ACER

Stefano.BRACCO@acer.europa.eu

Virtual Event, 17 th November 2021

mailto:Stefano.BRACCO@acer.europa.eu


@eu_acer

linkedin.com/company/EU-ACER/

info@acer.europa.eu

acer.europa.eu

Stefano BRACCO es@acer.europa.eu


